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Abstract Day by day the provision of information
technology goods and services becomes noticeably
expensive. This is mainly due to the high labor cost for
the service providers, resulting from the need to cover
a vast variety of application domains and at the same
time to improve or/and enhance the services offered in
accordance to the requirements set by the competition.
A business model that could ease the problem is the
development or/and provision of the service by an exter-
nal contractor on behalf of the service provider; known
as Information Technology Outsourcing. However, out-
sourcing a service may have the side effect of transfer-
ring personal or/and sensitive data from the outsourcing
company to the external contractor. Therefore the out-
sourcing company faces the risk of a contractor who
does not adequately protect the data, resulting to their
non-deliberate disclosure or modification, or of a con-
tractor that acts maliciously in the sense that she causes
a security incident for making profit out of it. Whatever
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the case, the outsourcing company is legally responsible
for the misuse of personal data or/and the violation of an
individual’s privacy. In this paper we demonstrate how
companies adopting the outsourcing model can protect
the personal data and privacy of their customers through
an insurance contract. Moreover a probabilistic model
for optimising, in terms of the premium and compensa-
tion amounts, the insurance contract is presented.

Keywords Privacy protection · IT outsourcing ·
Insurance · Optimal contract

1 Introduction

The vast variety of Information Technology (IT) goods
and services that are nowadays available, in conjunction
with the fact that all these goods and services evolve
rapidly with time as part of a highly competitive and
demanding market, turns their development and main-
tenance to an extremely difficult and costly task. The
main problem is that an IT service provider needs per-
sonnel with specialized expertise in several application
domains and, even worse, these domains may be differ-
ent every other six months. Clearly, someone choosing to
adopt this model undertakes a high cost, mainly in terms
of labor cost. A new, cost effective, business model is
thus necessary for most IT service providers. The fastest
growing business model today is that of IT Outsourc-
ing. IT outsourcing is the provision of IT goods and
services by an external contractor. During recent years,
major IT outsourcing companies have exhibited sub-
stantial growth in outsourcing revenues, while revenues
in other areas actually fell. However, several issues, in
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respect to whether it is legally and technically feasible to
outsource on behalf of a client a service to an external
contractor, need to be investigated. Most of the times
outsourcing a service implies that the external contrac-
tor will have access to data that may be personal or/and
sensitive, thus putting at stake the privacy of the indi-
viduals. It is therefore clear that the outsourcing busi-
ness model introduces new security and privacy threats.
These threats, in case that they occur and cause a secu-
rity incident, may yield both the company that decided
to outsource a service and the company that undertook
the provision and maintenance of the service, legally
responsible for the misuse of personal data or/and the
violation of an individual’s privacy; this falls into the pro-
visions of the European Union’s Directive 95/46, “On
the protection of individuals with regard to the process-
ing of personal data and on the free movement of such
data”. When a company outsources a service to some
external contactor it is practically impossible to evalu-
ate the effectiveness of the security measures employed
by that contractor and the extent to which these security
measures are compliant with the regulations of the legal
framework about personal data protection. Therefore,
the outsourcing company faces the risk of a contractor
that acts maliciously in the sense that she causes a secu-
rity incident for making profit out of it. Of course, it
is always possible that the same security incident hap-
pens without the contractor acting maliciously. What-
ever the case, both companies are legally responsible for
the security incident that may cause disclosure of per-
sonal/sensitive data and thus violate the privacy of an
individual. Most of the times the consequences of such
security incidents are significant financial losses or/and
fines. Therefore, companies adopting the outsourcing
business model will seek ways to mitigate the afore-
mentioned risks. In this paper we demonstrate how this
can be achieved through an insurance company and
specifically how to develop a probabilistic model for
determining the optimal insurance contract (in terms
of premium and compensation amounts). The proposed
model is general enough to address any kind of secu-
rity risks including the privacy related ones. Depending
on the choice of the model parameters, we may focus
on specific security risks, or on privacy violation. For
instance, in the case where security risks are addressed
the possible losses can be objectively calculated, while
in the case of privacy violation the losses are to a great
extend subjective. For example, the fact that personal
data may be used without the owner’s consent may
be extremely important for one person, while of no
importance for someone else. The qualitative difference
between these two cases calls for different methodol-
ogy of the loss calculation. For the current paper, we

assume that the loss is given, and focus on the construc-
tion of the optimal insurance contract. A detailed study
of what kind of loss calculation is called for in different
cases of security risks or privacy violation incidents is
under current research.

The following section presents the IT outsourcing
scenario that will be utilised and explains how an insur-
ance contract fits to it. In Sect. 3 we briefly present
related work on the subject. In Sect. 4 we introduce
a probabilistic model for the contract, while in Sect. 5
we determine the optimal insurance contract by solving
the optimisation problem for the outsourcing company
and the contractor. Section 6 presents some extensions
of the proposed model and provides pointers to our
future research work. A summary of the paper and the
conclusions can be found in Sect. 7.

2 An IT outsourcing scenario and an insurance contract

Let us consider the following model for IT outsourc-
ing insurance: We have two companies, A and B. Com-
pany A is the company that has decided to outsource a
service, and company B is the company that has been
chosen to undertake the service. Since company A is
legally responsible for the project, the actions of com-
pany B will affect company A. Company A may observe
freely the outcomes of the actions of company B,
however, she cannot know in advance what actions
company B will make. Since companies A and B are
legally bound by their actions they seek for some
insurance, offered by an insurance company, henceforth
called I, which will compensate A and B in case of secu-
rity incidents (e.g., disclosure of data, privacy violation).

There are five possible scenario, which in what fol-
lows will be called states of the world. Companies A
and I cannot know in advance which state of the world
occurs. As we shall see more clearly later on, company
B has control over the occurrence of some states of the
world, in the sense that its actions may alter the proba-
bility of occurrence of some of the outcomes. The states
of the world are as follows:

In state 1, no security incident happens, e.g., no dis-
closure of data or no deliberate modification, and thus
neither A nor B suffers any financial losses.

In state 2 a security incident occurs, but this is not B’s
fault. The prevention of such an incident may be beyond
anybody’s power or simply due to negligence of A. An
example of this case would be for instance, if A does not
describe clearly to B what actions are expected, so that
B follows precisely the contract offered to her by A, but
this turns out not to be enough. We assume that in this
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case, companies A and B will suffer a financial loss of
LA2, LB2, respectively.

In state 3, an accident happens but now due to negli-
gence of B. In this case, eventhough there is good will on
behalf of B to fulfill her obligations they prove insuffi-
cient for this purpose. We assume that in this case, com-
panies A and B will suffer a financial loss of LA3, LB3,
respectively.

So far, in states 1–3 we assume that company B acts in
a bona fide way and tries to fulfill as well as possible her
obligations towards A. The remaining two states of the
world assume that company B acts maliciously, in the
sense that she either causes a security incident on her
own will to make profit out of it (e.g., violates an individ-
ual’s privacy by disclosing data to a third party for her
own profit), or in order to reduce the required effort she
does not employ all necessary security measures and on
account of that causes a security incident. We assume
that such a malicious action has a probability, d, of pass-
ing unnoticed, in the sense that the security incident
may be characterized as an accident and not attributed
to malicious action on behalf of B, and a probability,
1 − d, of being discovered. We call the first case, state 4
and the second case state 5.

In state 4, company A suffers a financial loss LA4
whereas company B, has a financial gain G.

In state 5, company A suffers a financial loss LA5
while company B has to pay a fine F part of which
is assumed to go to company A and part of which is
assumed to go to the insurer. We will call FA and FI
these parts respectively and assume that F = FA + FI.
Therefore, the net position of company A in state 5
would be FA − LA5 whereas the net position of com-
pany B in this state would be −F. Of course the fine
could include legal charges etc but for the sake of sim-
plicity we neglect these for the time being. The states of
the world are summarized in Table 1.

We now make the following assumptions concerning
the probability of occurrence of these states. Company
A, may not know in advance whether B is a fair player
or may plan to act maliciously. She assigns a probabil-
ity ν, 0 ≤ ν ≤ 1 to the event that B plays fair, and a
probability 1 − ν to the event that B acts maliciously.
Let us now assume that given that B plays fair, there
is probability p1 of no security incident at all, proba-

bility p2 of a security incident, either due to unforseen
circumstances beyond A’s and B’s means or due to neg-
ligence of A, and probability 1 − p1 − p2 of a security
incident due to unpremeditated negligence of B. Let
us also assume that given that B has acted maliciously,
there is probability d of the fraud passing undiscovered
and probability (1 − d) of it being discovered. Using
the calculus of probability A may assign to state 1 the
probability νp1, to state 2 the probability νp2, to state 3
the probability ν(1 − p1 − p2), to state 4 the probability
(1 − ν)d and to state 5 the probability (1 − ν)(1 − d).
For simplicity we will assume that I has exactly the same
information on the possible behavior of B as A. On
the contrary, company B knows exactly, as is natural,
whether she will act maliciously or not, so for her we
assume that ν may take two values, 0 and 1, depend-
ing on whether B acts maliciously, or play fair, respec-
tively.

The insurer I is offering an insurance contract which
will alleviate some of the losses of the companies in
cases of a security incident (e.g., privacy violation). We
assume that both companies A and B enter into an insur-
ance contract with I in the following terms.

Company A will claim compensation of cA if a secu-
rity incident happens by B’s fault but not if it is proved
that B’s fault is a result of malicious behavior. That
is A will receive cA from I, in states of the world 3
and 4. If a security incident happens on account of A’s
negligence or otherwise, A will receive compensation
γ1cA from I, where γ1 ≤ 1. The case where γ1 < 1 can
be considered as some sort of punishment of A by I
for her negligence. Therefore, A will receive compen-
sation γ1cA by I in state 2. Finally, if a security inci-
dent happens as a result of malicious action of B and
this is proved then company A will receive compensa-
tion δ1cA by I. We now let δ1 take arbitrary values. If
δ1 < 1 then we may consider it as a sort of punish-
ment from I to A for not choosing properly her col-
laborators. If δ1 > 1 we may consider it as some sort
of compensation for suffering fraud. Of course we may
also have δ1 = 1. So, in state 5, company A receives
δ1cA by I. Naturally, if nothing happens, i.e., in state 1,
A does not receive any compensation from I. To en-
ter this insurance contract, company A will have to pay
a premium πA so as to claim 1 monetary unit in case a

Table 1 The states of the
world and their description State 1 2 3 4 5

Description No incident Incident Incident Incident Incident
Not B’s fault B’s fault Deliberate by B Deliberate by B

negligence not discovered discovered
Probability νp1 νp2 ν(1 − p1 − p2) (1 − ν)d (1 − ν)(1 − d)
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security incident happens without her responsibility, i.e.,
in states 3 and 4.

Company B will claim compensation of cB if a secu-
rity incident happens by A’s fault, that is in state 2. If
a security incident happens by her fault but not as a
cause of malicious action, that is in states 3 and 4, com-
pany B will claim compensation γ2cB for I. We assume
γ2 ≤ 1, so that if γ2 < 1 it may be considered as some
sort of punishment for B’s negligence. If company B
acts maliciously and this is discovered, that is in state
5, then she will be asked to pay a fine FI to the insur-
ance company. We assume in this paper that FI = fcB,
with f ≥ 0. The case where f = 0 corresponds to the
case where the whole fine that B will have to pay for
discovered fraud will go to company A. Naturally, in
state 1, B will get no compensation from I. To enter
this insurance contract, company B will have to pay a
premium πB so as to claim 1 monetary unit in case a secu-
rity incident happens without her responsibility, i.e., in
state 2.

The terms of the contract are summarized in Table 2
while in Table 3 we present the net financial position of
the three parties in all different states of the world.

3 Related work

Important problems that arise in IT outsourcing envi-
ronments have been studied in depth for many years,
especially from the management and economic point
of view [6,10,16]. Emphasis has been given to the out-
sourcing issues in the software development process [5,
20,22]. More specifically Aubert and coworkers [4] iden-
tify the main undesirable outcomes that may result from
an IT outsourcing deal. Afterwards they use transac-
tion cost and agency theory as a primary theoretical
basis, and propose a framework for categorizing risk
factors, which have been identified. Finally they discuss
the dynamics of risk, by examining how the various risk
factors are linked to undesirable outcomes. In a followup
paper Aubert and coworkers [3] define the concept of
risks and of risk exposure and apply these definitions
to the context of IT outsourcing risk. Moreover, they
present a framework of IT outsourcing risk exposure
and describe three case studies, each of which lead to
a different set of lessons learned on how firms actually
manage IT outsourcing risks. In the same direction, Wu
et al. [23] develop an analytical model of IT outsourcing

Table 2 Financial input and output for the contract participants in the different states of the world

State 1 2 3 4 5

Company A
Loss – LA2 LA3 LA4 LA5
Compensation by I – γ1cA cA cA δ1cA
Compensation by B – – – – FA
Premia to I πAcA πAcA πAcA πAcA πAcA

Company B
Loss – LB2 LB3 – –
Compensation by I – cB γ2cB γ2cB –
Premia to I πBcB πBcB πBcB πBcB πBcB
Gain – – – G –
Fines – – – – F = FA + FI

Insurer I
Premia from A πAcA πAcA πAcA πAcA πAcA
Compensation to A – γ1cA cA cA δ1cA
Premia from B πBcB πBcB πBcB πBcB πBcB
Compensation to B – cB γ2cB γ2cB –
Compensation from B – – – – FI

Table 3 Net position for the contract participants in the different states of the world

State 1 2 3 4 5

A net −πAcA −πAcA − LA2 + γ1cA −πAcA − LA3 + cA −πAcA − LA4 + cA −πAcA − LA5 + FA + δ1cA
B net −πBcB −πBcB − LB2 + cB −πBcB − LB3 + γ2cB −πBcB + G + γ2cB −πBcB − F
I wrt A πAcA πAcA − γ1cA πAcA − cA πAcA − cA πAcA − δ1cA
I wrt B πBcB πBcB − cB πBcB − γ2cB πBcB − γ2cB πBcB + FI

For company A we may add at all states of the world wA, the initial wealth of company A, whereas for company B we may add for all
states of the world wB the initial wealth of company B
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using Principal Agent techniques. They apply this model
in one particular segment of the IT outsourcing mar-
ket, the market for large-scale packaged software imple-
mentations such as ERP systems. Basu et al. [7] have
developed a model of testable propositions for applying
Agency Theory to study the relationship between imple-
mentation consultants and client organizations deploy-
ing enterprize resource planning (ERP) systems and to
evaluate how the relationship affects the implementa-
tion success. Keil [15] is using Principal Agent Theory,
an economic research area that is common in all sorts of
relations in which a customer’s profit or payoff depends
on the behavior of a contractor. He describes the eco-
nomic foundation of outsourcing relationships during
the software development process and presents appli-
cable suggestions how to diminish or avoid problems
that arise when selecting the “best” contractor during a
project.

The last 5 years interesting research work has been
published in the area of Security and Privacy Econom-
ics. Anderson [2] argues that many computer security
problems arise because of perverse economic incentives.
In this paper well-known economic concepts are intro-
duced in the context of security engineering, such as
information asymmetry, moral hazard, switching costs,
etc. Odlyzko [19] examines and explains one of the most
important cybersecurity issues, the loss of privacy; orga-
nizations have the ability to increase their income by
charging different prices to different customers (i.e.,
price discrimination). While price discrimination leads
to efficient allocation of resources, many individual con-
sumers are worse off than when firms charge a uniform
price. Since firms have the incentive to collect private
information, a continued loss of privacy and use of vari-
ants of price discrimination are predicted. Acquisti [1]
traces the development of the economics of privacy, with
particular emphasis on studies applying microeconomic
analysis to issues of privacy in the context of computer
networks and electronic commerce.

Significant emphasis has been given in the Evalua-
tion of IT Security Investments. Gordon et al. [12] pres-
ent an economic model that characterizes the optimal
monetary investment to protect a given set of informa-
tion. In this paper it is shown that, for a given potential
loss, the optimal amount to spend to protect an infor-
mation set does not always increase with increases in
the information set’s vulnerability. Schechter et al. [21]
model the expected profits to a thief of exploiting a
single vulnerability in a packaged system that has been
installed in multiple organizations. The probability that a
given organization’s system will be attacked depends on
the thief ’s potential benefits, as well as the preventive
actions taken by all the user organizations. Cavusoglu

et al. [9] present an analytical model in an attempt to
facilitate decisions regarding security investments. This
model provides insight into evaluating the interaction
among different technologies and deciding on invest-
ments in multiple technologies. Bodin et al. [8] describe
how a chief information security officer can apply Ana-
lytic Hierarchy Process tool, to determine the best way
to spend a limited information security budget and to
make a case top the organization’s chief financial officer
for an increase in funds to further enhance the organiza-
tion’s information security. More recently, Gordon and
Loeb [14] provide a general guide for managers dealing
with the economic and financial aspects of information
security.

The published papers dealing with security and
privacy insurance issues are very few. According to
Gordon et al. [13] the insurance companies, while design-
ing new policies to deal with the cyber risks of informa-
tion breaches, must address issues related to pricing,
adverse selection, and moral hazard. In this paper the
authors examine the unique aspects associated with
cyber risks and present a framework for employing an
insurance contract as a tool for the management of
information security risks. This framework is based on
the risk management process and includes a four-step
cyber risk insurance decision plan. According to
Lambrinoudakis et al. [18], in the absence of a sci-
entifically sound methodology for evaluating the cost-
effectiveness of the security measures employed, the
problem is that the IT officials are unable to quantify
the security level of their system and thus to determine
the appropriate amount that they should invest for its
protection. An alternative option that organizations can
explore is to insure their information systems against
potential security incidents, aiming to balance the con-
sequences that they will experience, in terms of finan-
cial losses, through the compensation that they will get
from the insurance company. Even in that case, though,
the difficulty for the insurance company is the calcula-
tion of the appropriate premium. In [18], our research
group presents a probabilistic structure, in the form of
a Markov model inspired by work of Haberman and
Pitacco in actuarial science [11], used to provide de-
tailed information on the transitions of the system from
the fully operational state to other non-fully operational
states that may result as the effect of a security incident.
This probabilistic structure enables both the estimation
of the insurance premium and the valuation of the secu-
rity investment.

The present paper tries to combine the concept of
using an insurance contract for an information system
with the concept of using the methodology of princi-
pal-agent type theories to design an optimal contract
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between two parties. In the proposed model, we include
a third party, the insurer, and through the optimal design
of the insurance contract we try to ensure that the agent
will have no incentive to indulge into fraudulent behav-
ior eventhough this may be financially attractive. Fur-
thermore, the insurance contract covers both the agent
and the principal against unfortunate states of the world
which may lead to losses but without any malice involved
on the agent’s part. To the best of our knowledge, it is
the first time the problem of insurance in IT outsourcing
environments is introduced and modeled in this man-
ner. Eventhough our model is fairly simple, it helps cap-
ture the essential ingredients of what a well designed IT
outsourcing insurance contract should achieve and thus
may help as a guideline to the design of actual (real-
life) contracts. Furthermore, as the section on possible
extensions of the present paper points out it may be
extended to include other more complicated features.
With no doubt, such features will require computational
techniques for the determination of the optimal con-
tract, but this is a perfectly feasible task which is under
active consideration by our research group.

4 A model for the contract

We now make a probabilistic model for this contract.
We assume that both A and B are risk averse ratio-

nal agents which act so as to maximize their respective
utility functions uA(wA) and uB(wB), which are func-
tions of their wealth. We also assume that choice under
uncertainty is made by the maximizing utility functions
which satisfy the expected utility property. We further
assume that the insurance business is a competitive busi-
ness, so that there are many contract offers which allow
the companies A and B to choose the one that suits
them best.

Let us consider separately the problem that each of
the parties entering the contract will solve.

4.1 Company A

Company A will choose the insurance contract so as to
maximize her expected utility. For future reference we
define the function

UA(ν; cA, πA)

= ν{p1uA(wA − πAcA)

+ p2uA(wA − πAcA − LA2 + γ1cA)

+ (1 − p1 − p2)uA(wA − πAcA − LA3 + cA)}
+ (1 − ν){duA(wA − πAcA − LA4 + cA)

+ (1 − d)uA(wA − πAcA − LA5 + FA + δ1cA)}

This corresponds to the expected utility of company A
in the different states of the world that may be realized.
For instance, if everything goes well, company A will
undergo no loss, but will have to pay the premium. In
this state of the world, the wealth of company A will
be wA − πAcA, and since this state will be realized with
probability νp1 this will contribute to the expected util-
ity of company by the term νp1uA(wA − πAcA). In the
state of the world 2, the wealth of company A will be
wA − πAcA − LA2 + γ1cA (we are adding algebraically
the loss of the company LA2 in this case, the insurance
contract costs πAcA and the compensation γ1cA). Since
this state occurs with probability νp2 this will contrib-
ute to the total utility function the term νp2uA(wA −
πAcA − LA2 + γ1cA). In a similar way we calculate
the contribution of the other states of the world in the
expected utility and formulate the total expected util-
ity for company A. Table 3 in conjugation with Table 1
may be used to justify the form of the utility function for
company A.

We assume that A will choose cA so as to solve the
maximization problem

max
cA

UA(ν; cA, πA)

4.2 Company B

Company B has the choice over the action of whether
to act maliciously or not. For future reference we define
the following function

UB(ν) = ν{p1uB(wB − πBcB)

+ p2uB(wB − πBcB − LB2 + cB)

+ (1 − p1 − p2)uB(wB − πBcB − LB3 + γ2cB)}
+ (1 − ν){duB(wB − πBcB + G + γ2cB)

+ (1 − d)uB(wB − πBcB − F)}
This is the expected utility function for company B,
taking into account the five possible states of the world
that may be realized. For instance if state 1 is realized
company B will only have to pay its premia to the insur-
ance company, so that its final wealth in this state would
be wB − πBcB. State 1 occurs with probability νp1 so
the contribution to the total utility from this state would
be νp1uB(wB − πBcB). Similarly for the other states.
Table 3 in conjugation with Table 1 may be used to jus-
tify the form of the utility function for company B. We
do not include explicitly a financial gain for company B
in the state of the world 5, where B has committed fraud
but has been discovered. Instead, in order to reduce the
model parameters, we implicitly take this possibility into
account through the possible reduction of the term F,
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which models the fine that this company must pay in the
case of discovery of the fraud.

The insurance contract will have to be so that it solves
the following problem

max
cB,i∈{0,1}

UB(i)

subject to

UB(1) ≥ UB(0)

The constraint is the incentive constraint that will induce
B to act fairly. As we will see later on, this constraint is
always satisfied if the fines and the probability of dis-
covery of malicious behavior are chosen properly. Con-
straints of this type are commonly used in the theory of
incentives (see e.g., [17]).

This problem is written equivalently as

max
cB

UB(1)

subject to

UB(1) ≥ UB(0)

4.3 Insurer I

Assuming a highly competitive market, the insurer needs
to calculate the premium of the contract for A and B in
such a way as her expected gain to be equal to zero. The
calculated premium is the absolute minimum for the
insurer, since below that she will start loosing money.
There are more than one ways for I to set the premia.
We choose to elaborate here on a way that simplifies the
calculations and may thus lead to analytic solutions. In a
separate section we propose other methods and outline
other possible approaches.

We assume that the insurer sets the premia treating
its position by entering the contract with A and B sepa-
rately. That is the insurer wishes to choose the premia in
such a way as to set at the same time the expected gain
of the transactions with A to 0 (set the premium for A
to its minimum value for I not to loose money) and the
expected gain of the transactions with B to 0 (similarly,
set the premium for B to its minimum value). This way
of setting the premia is fair on A, in the sense that I does
not transfer to A the risk she faces from a possible fraud
of B. At the same time B will have to pay for her possible
unreliability by a higher premium rate. We assume, that
I estimates the probability of fraudulent behavior of B
as 1 − ν, that is in the same manner as A. Of course this
is an assumption made to simplify matters, which may
be raised if necessary.

The premium for A

Acting as above, I sets the premium πA by solving the
equation E[GA] = 0 where GA is the gain from trans-
actions with A. According to our model this equation
becomes

ν{p1πAcA + p2(πAcA − γ1cA)

+ (1 − p1 − p2)(πAcA − cA)}
+ (1 − ν){d(πAcA − cA)

+ (1 − d)(πAcA − δ1cA)} = 0

which readily gives

πA = ν{1 − p1 − (1 − γ1)p2} + (1 − ν){d + δ1(1 − d)}.
We observe that the premium per unit coverage is inde-
pendent of the total coverage asked (i.e., independent
of cA) a fact that simplifies the determination of the
optimal contract considerably.

Remark 1 The premium charged by the insurer I, for
company A simplifies considerably in the case where
γ1 = δ1 = 1. In this case πA = 1 − νp1. We see that this
premium takes its lowest value in the case where ν = 1,
i.e., there is no probability of fraud on behalf of com-
pany B and takes its largest value in the case ν = 0, i.e.,
when there is high probability for fraudulent behavior
on behalf of company B.

Remark 2 One also sees that in the general situation
where the compensation reductions γ1 and δ1 are
allowed, these may be chosen in such a way as to make
the premia for A independent of the probability of fraud
on behalf of B. This will happen as long as

γ1p2 − δ1(1 − d) = p1 + p2 + d − 1.

Notice that p1 + p2 + d − 1 is not necessarily a negative
number.

The premium for B

We assume that I takes the same route in the determina-
tion of the premium for company B, that is she calculates
the premium by solving the equation E[GB] = 0 where
GB are the net gains by the transactions with company
B. This equation takes the form

ν{p1πBcB + p2(πBcB − cB)

+ (1 − p1 − p2)(πBcB − γ2cB)}
+ (1 − ν){d(πBcB − γ2cB)

+ (1 − d)(πBcB + fcB)} = 0,
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where we recall that FI = fcB is the fine paid by B to I if
fraudulent behavior is discovered. We readily find that

πB = ν{p2 + (1 − p1 − p2)γ2} + (1 − ν){γ2d − (1 − d)f }.
We observe that the introduction of the fine f helps in

the reduction of the premium for B. This is reasonable
as the fine may be considered as some state dependent
premium.

Furthermore, one sees that ∂πB
∂d = (1 − ν)(γ2 + f ) > 0

that is the premium for B increases as the probability of
committing undiscovered fraud increases. This is also a
very reasonable result.

Remark 3 One easily sees that the fine may be chosen
in such a way as to make the premium charged by I to
B independent of the probability of fraud. We see that
∂πB
∂ν

= 0 as long as f ∗ = p1
1−d − 1. This fine increases

as d takes values close to 1 that is as the probability of
committing undiscovered fraud on behalf of company B
increases, as is expected.

Remark 4 In the special case that γ1 = δ1 = γ2 = 1 we
observe that

πA − πB = −(1 − ν){d − (1 − d)f }.
We thus see that πB < πA as long as f > f ∗ = d

1−d that is
the introduction of a fine which is larger that the critical
value f ∗ will allow the insurer to charge lower premia to
B than to A.

5 Solution of the model and the optimal contract

We now solve the optimization problem for A and B
and determine the optimal insurance contract.

5.1 The contract for A

We start with the optimization problem for A. This is a
standard optimization problem and the optimum can be
found by solving the first order condition

0 = −ν
{
p1πAu

′
A(wA − πAcA)

+ p2(γ1 − πA)u
′
A(wA − πAcA + γ1cA − LA2)

+ (1−πA)(1−p1−p2)u
′
A(wA−πAcA+cA−LA3)

}

+ (1 − ν)
{
d(1 − πA)u

′
A(wA − πAcA + cA − LA4)

+ (1−d)(δ1−πA)u
′
A(wA−πAcA+δ1cA−LA5+FA)

}
.

In general this equation is a nonlinear algebraic
equation which cannot be solved analytically. There are

however powerful and efficient numerical algorithms
(available in most of the commercial computer pack-
ages) which deal with the solution of such problems.
In the present paper we choose to treat a special case
which allows for analytical treatment and provides some
insight into the behavior of the optimal contract with re-
spect to the relevant parameters of the model.

Proposition 1 Suppose that A has an exponential util-
ity function of the form uA(w) = D1 − D2exp(−λAw),
λA > 0. Suppose also that the contract is such that γ1 =
δ1 = 1.

(i) The optimal coverage for A is given by the positive
part of the expression

cA=− 1
λA

ln

(
πA

1−πA

× νp1

ν{p2c2+(1−p1−p2)c3}+(1−ν){dc4+(1−d)c5}
)

,

where ci = exp(λALAi), i = 2, 3, 4, c5 = exp(λA
(LA5 − FA)) and πA = 1 − νp1.

(ii) In the case where LAi = L, i = 2, . . . , 5 the opti-
mal coverage simplifies to

cA =L− 1
λA

ln

(
πA

1−πA

× νp1

ν(1−p1)+(1−ν){d+(1−d)exp(−λAFA)}
)

Proof In the special case γ1 = δ1 = 1 the first order
condition becomes

x(1 − πA){νp2c2 + ν(1 − p1 − p2)c3

+ (1 − ν)dc4 + (1 − ν)(1 − d)c5} = νp1πA

in terms of the variable x = exp(−λAcA). This is a linear
equation for x which is readily solved. Upon inversion
we get the proposed formula for cA. In the case where
LA2 = LA3 = LA4 = LA5 = L we factor out the com-
mon term exp(−λAL) and yield the stated result. ��

The following observations are in order. Consider
case (ii). If furthermore FA = 0, i.e., the fine paid by
company B in case of proven fraud does not go to A,
then substitution of the premium πA in the above for-
mula yields cA = L. This is a very reasonable result,
since A tries to cover for the whole possible loss just by
insuring herself. If on the other hand FA > 0 then one
easily observes that cA < L. Thus the introduction of
a compensation FA paid in the form of a fine from B
to A in case of fraud, lowers the optimal coverage of A



Optimal security and privacy insurance 205

by I. In fact, cA is a decreasing function of FA. Again
this result is very reasonable. Note also that for large
enough values of the fine FA the optimal coverage cA
may become zero.

One may further consider the effect of the probabili-
ties d and ν on the optimal coverage.

By straightforward algebra we obtain that

∂cA

∂d
= 1

λA

1
ν(1−p1)+(1−ν){d+(1−d)exp(−λAFA)}

×(1 − exp(−λAFA) > 0

as long as FA > 0. This shows that the higher the value
of d is the higher the coverage asked from company
A, i.e., the higher the probability of undiscovered fraud
the higher the coverage asked by company A from the
insurer. The coverage takes its maximum value cA = L
at d = 1 and its minimum value

cA = L − 1
λA

ln

(
1 − νp1

ν(1 − p1) + (1 − ν) exp(−λAFA)

)

at d = 0. This is a reasonable result since for high enough
probabilities of discovery of fraud, company A expects
the compensation FA from company B except from the
compensation from the insurer and so will ask for less
compensation from the insurer in order to minimize the
costs of the insurance contract.

We may also differentiate with respect to ν to obtain

∂cA

∂ν
= 1

λA

1
1 − νp1

× 1
ν(1 − p1) + (1 − ν){d + (1 − d) exp(−λAFA)}

× (1 − p1)(1 − d)(1 − exp(−λAFA) > 0

as long as FA > 0. This shows that the higher the value
of ν is, the higher the optimal coverage asked by com-
pany A from the insurer I. The optimal coverage takes
its larger value cA = L at ν = 1 and its smaller value

cA = L − 1
λA

ln

(
1

d + (1 − d) exp(−λAFA)

)

at ν = 0. This again is a reasonable result since if fraud
is impossible then company A will try to make up for
the possibility of financial loss in an adverse state of the
world by resorting only to the insurer, and thus try to
insure for the full possible loss. If fraud is possible, but
discovery of the fraud is also possible then the company
may make up for the possibility of financial loss par-
tially by the insurance contract and partially by the fine
imposed on company B in the case of discovery of the
fraud. Thus, company A will only insure partially, so as
to save on the costs of the insurance contract.

Remark 5 The assumptions of Proposition 1, i.e., the
choice of the exponential utility function and the param-
eter values γ1 = δ1 = 1 are made only in order to
be able to obtain analytical expressions for the opti-
mal coverage. They are by no means restrictive; in fact,
the results are expected to be robust with respect to
different choices of the utility function or the parameter
values γ1 and δ1, that reflect the terms of the contract.

5.2 The contract for B

The determination of the optimal contract for B is
slightly more involved because of the incentive con-
straint. In the general case, the constrained optimization
problem can be solved using the standard methodol-
ogy of Lagrange multipliers, through the use of the
Kuhn–Tucker conditions. The problem may not be solved
analytically, in general, but fortunately there exist very
efficient and easy ways to use numerical algorithms that
can lead to the determination of the optimal coverage
for B. However, for some special cases the problem may
admit an analytical solution. We choose to present in this
paper this spacial case, since the existence of an analytic
solution allows us to gain considerable insight on the
model.

Proposition 2 Assume that uB(w) = E1−E2 exp(−λBw),
λB > 0. Assume furthermore that γ2 = 1.
(i) The optimal insurance coverage by B is given by

cB = − 1
λB

ln

(
p1

p2C2 + (1 − p1 − p2)C3

)

as long as the inequality

d yC4 + (1 − d)yf C5 ≥ p1 + p2yC2 + (1 − p1 − p2)yC3

holds.
In the above

C2 = exp(λBLB2), C3 = exp(λBLB3),

C4 = exp(λBG), C5 = exp(λBFA)

y = πB

1 − πB

p1

p2C2 + (1 − p1 − p2)C3
,

πB = ν(1 − p1) + (1 − ν){d − (1 − d)f },
(ii) In the case where LB2 = LB3 = LB the optimal
insurance coverage reduces to

cB = LB − 1
λB

ln

(
πB

1 − πB

p1

1 − p1

)

as long as the inequality

yC4 + (1 − d)yf C5 ≥ p1 + exp(λBLB)(1 − p1)y

holds.
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In the above

C4 = exp(λBG), C5 = exp(λBFA),

y = exp(−λBLB)
πB

1 − πB

p1

p2 + (1 − p1 − p2)
,

πB = ν(1 − p1) + (1 − ν){d − (1 − d)f }.
Proof We will look for an internal solution. In the
special case γ2 = 1 the first order condition becomes a
linear equation in terms of the variable y = exp(−λBcB).
This equation is readily solved to yield

y = πB

1 − πB

p1

p2C2 + (1 − p1 − p2)C3
.

Upon inversion we get the proposed formula for cA.
This is the solution to the problem as long as it satis-
fies the constraint. Upon substitution of the candidate
for the internal solution in the constraint and algebraic
manipulations we obtain the inequalities that must hold
for the contract. In the case where LB2 = LB3 = LB we
factor out the common term exp(−λAL) and yield the
stated result. ��

The following comments are due. Fist of all we see
that the constraint always holds as long as the term FA
is large enough. So, if the contract is such that a large
fine must be paid to A by B in case a fraud happens and
is discovered, then there is incentive for B to act in a
bona fide manner. A quick observation of the optimal
insurance coverage yields that the decision on whether
company B will be insured for more or less that the
possible loss LB depends on the probabilities of dis-
covery of a possible fraud and the part of the fine that
goes towards the insurer. More precisely we see that if
1 − p1 − d + f (1 − d) > 0 then cB > LB whereas if
1 − p1 − d + f (1 − d) < 0 then cB < LB.

Remark 6 The assumptions of Proposition 2, i.e., the
choice of the exponential utility function and the param-
eter value γ2 = 1 are made only in order to be able to
obtain analytical expressions for the optimal coverage.
They are by no means restrictive; in fact, the results are
expected to be robust with respect to different choices
of the utility function or the parameter value γ2, that
reflect the terms of the contract.

5.3 A case study

The main object of this work is to study the feasibil-
ity of adoption of insurance contracts for firms entering
into some sort of outsourcing agreement. The aim of the
insurance contract would be to cover company A from
possible fraudulent behavior on the part of company
B as well as from adverse states of the world where
losses can occur by accidental reasons. To the best of

our knowledge such contracts do no exist and even if
they do they are contracts based on mutual agreement
between the companies involved and the insurer and
as such there is not publicly available information on
the contract terms. However, the present study can be
extremely helpful first in proposing what the optimal
terms of such a contract would be and second in show-
ing that it is indeed beneficial for the company to enter
such a contract. In the absence of insurance contracts of
this type and thus of relevant data, we perform a simu-
lation study, that will employ certain scenario in order
to assess the possible situations that may occur.

We first present some results on the premium of the
contract for company A and for company B. The differ-
ent scenario, are related to the different possible values
that the parameters ν and d may take.

The premium for company A is shown in Fig. 1 for
parameter values γ1 = 0.5 and δ1 = 0.5 and in Fig. 2
for parameter values γ1 = 1 and δ1 = 1. We observe in
both cases that the premium assumes its maximum value
cA = 1 when d = 1 and ν = 0. This is very reasonable
since this set of parameter values corresponds to the case
where company B is very unreliable and given that fraud
occurs it is highly unlikely to be discovered. In this case
the insurer is likely to set the highest possible premium.
On the other hand, the premium assumes its lowest value
in the case where ν = 1 and d = 0. This is again very
reasonable since this corresponds to the case that com-
pany B is very reliable and even if she commits fraud it is
highly likely to be discovered. The premium in all other
cases reflect a balance between the possibility of fraud
and the possibility of discovery. Finally, we observe that
as γ1 and δ1 tend to 1 the relationship between πA and
the probabilities ν and d is linear, whereas it is nonlinear
for values close to 0.

The premium for company B is shown in Fig. 3 for
parameter values γ2 = 0.1 and f = 0 and in Fig. 4
for parameter values γ2 = 0.1 and f = 0.5. It is first
observed that the introduction of a fine payable from
company B towards the insurer I, lowers considerably
the premia for company B. This is understandable since
the fine plays the rôle of a compensation towards the
insurer in case of deliberate fraudulent behavior and
as such reduces the risk taken by the insurer. We ob-
serve again that the highest values of the premium for
B, are obtained when ν = 1 no matter what the values
of the parameter d are. This is very reasonable since
these parameter values correspond to the case of a very
unreliable company B which is likely to cause deliber-
ate losses and as such will be charged by high insurance
premia.

We next present some results on the optimal coverage
by the insurance for company A. We focus on company
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Fig. 1 The premium for A,
πA, as a function of ν and d
for the parameter values
δ1 = γ1 = 0.5
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Fig. 2 The premium for A,
πA, as a function of ν and d
for the parameter values
δ1 = γ1 = 1
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A since she is in the most vulnerable position, not know-
ing exactly what the intentions of company B are likely
to be.1

In the first panel of Fig. 5 we present the optimal cov-
erage per unit loss for company A, as a function of the
parameters ν and d, in the case where the risk aversion
coefficient for A is λA = 0.1 and when the fine paid
by B to A in case of discovery of fraudulent behavior is
FA = L that is equal to the loss suffered by the company
A. We observe that company A decides on maximal cov-
erage in the case where d or ν take values close to 1.

1 It is up to company’s B discretion whether she will act in a bona
fide way or not.

This is very reasonable since in the first case this set of
parameter values corresponds to an unreliable company
B that may commit fraud and if such a fraud occurs it is
highly unlikely to be discovered and in the second case
company A insures only against the states of the world,
and since the insurance is actuarially fair she decides
to insure for the maximum possible available sum. On
the other hand the optimal coverage is low in the case
where ν and d take small values; this is again reasonable
since this set of parameter values corresponds either to
the case of a highly reliable company B or to the case of
an unreliable company B but then fraud may be discov-
ered and a fine will be payable that will compensate A.
In the second panel of Fig. 5 we present the difference
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Fig. 3 The premium for B,
πB, as a function of ν and d
for the parameter values
γ2 = 0.1 and f = 0
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Fig. 4 The premium for B,
πB, as a function of ν and d
for the parameter values
γ2 = 0.1 and f = 0.5
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in expected utility for company A in the case where she
decides to insure Ui and in the case she decides not to
insure Uu. Eventhough expected utility is ordinal and
not cardinal, this figure demonstrates that it is beneficial
for company A to insure herself, even for low values of
the risk aversion coefficient.

In the first panel of Fig. 6 we present the optimal cov-
erage for A as a function of ν and d again in the case
where λA = 0.1 but now FA = 5L. Then we observe that
the introduction of a higher fine payable to company A,
reduces the optimal coverage by the insurer, for low
values of ν and d. This is reasonable, since this set of
parameter values corresponds to the case where fraudl-
net behavior may indeed occur but it is highly likely to

be discovered, so the fine payable by B will compensate
A, therefore, she does not have to resort to insurance. In
the second panel of Fig. 6 we present the utility differ-
ence for A which shows that it is beneficial for A to be
insured for a given set of parameter values ν and d. It
is evident that as the parameter λA grows, the optimal
coverage for A grows.

6 Generalizations and extensions

In this section we propose some interesting generaliza-
tions and extensions of our model. These extensions are
beyond the scope of the present paper, however, they
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Fig. 5 The optimal coverage
for A, cA, as a function of ν

and d as well as the utility
difference Ui − Uu for the
parameter values λA = 0.1
and FA = L
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Fig. 6 The optimal coverage
for A, cA, as a function of ν

and d as well as the utility
difference Ui − Uu for the
parameter values λA = 0.1
and FA = 5L
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are under active consideration by our research team and
will be reported elsewhere in the near future.

6.1 Alternative premium calculation

There are alternative ways of calculating the premia
that the insurance company will charge to companies
A and B.

One way of calculating premia is in such a way so that
I never loses no matter whether fraud occurs or not. For
instance, one way of premium calculation would be to
calculate πB in such a way so that

min{E[GB | {1, 2, 3}], E[GB | {4, 5}]} = 0

where by E[GB | {1, 2, 3}] we denote the expected net
gain from the transaction with B, given that one of the
three states 1,2,3 occurs (no fraud) and by E[GB | {4, 5}]
we denote the expected net gain from the transaction
with B, given that one of the two states 4,5 occurs (fraud).
An easy calculation shows that πB can be calculated by
the solution of the equation

min{πB−p2 − γ2(1−p1−p2), πB−dγ2+f (1−d)}=0

which gives
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πB =
⎧
⎨

⎩

p2 + γ2(1−p1−p2) if f >
dγ2−p2−γ2(1−p1−p2)

1−d

dγ2−f (1−d) if f <
dγ2−p2−γ2(1−p1−p2)

1−d

This scheme of calculation of premia uses the fine in case
of fraud as a method of lowering or raising the premia
for B. With this scheme the insurer I, is more effectively
covered. We may find that with this premium calculation
scheme, depending on the value of the fine f , and the
terms of the contract we may have cases where πB > πA.

It is interesting to observe that under this alternative
premium calculation scheme, company B is insured for
the whole loss, cB = LB if f >

d−(1−p1)
1−d whereas cB < LB

in the opposite case.
Of course other possible premium calculation

schemes may be possible. For instance we may consider
a premium strategy set up by I so that the net gain from
the transactions of both A and B are equal to 0 in the
case of malicious behavior of B and in the case of bona
fide behavior of B. We then get a system of two linear
equations the solutions of which gives πA, πB. How-
ever, in this case πA and πB are functions of cA, cB a
fact that complicates the solution of the optimization
problem. In this scheme, the insurer I shares the risk
of losses by possible fraud of B to both A and B. The
complications introduced by this premium calculation
scheme do not allow us to obtain an analytic solution to
the model as before, however, the model is easily solved
using numerical techniques. A more detailed study of
different premium calculation scheme and the conse-
quence of different policies on the choice of the optimal
contract is beyond the scope of the present paper and is
under active consideration.

6.2 Monopoly of the insurance market

An interesting extension of the model is to relax the
assumption of a completely competitive insurance
market. This assumption was used for the premium
calculation throughout this paper, and led to premium
calculation through setting the expected gain (either
separately of A and B, or the total gain from the trans-
actions by both A and B) of the insurer equal to 0.
However, if the projects concerned are large projects,
with large possible losses involved, and/or projects of a
specialized nature it may be that only a few insurance
companies are capable or willing to offer such insur-
ance contracts. Therefore, we may have to consider a
model where a monopolist insurer acts as a profit maxi-
mizer and companies A and B will have to comply to the
insurer’s offer. This is a model with a different philos-
ophy which should lead to interesting results about the
optimal contract.

7 Conclusion

In this paper we highlight the new threats introduced
by the IT outsourcing business model, as well as how an
insurance contract may be utilized by the outsourcing
company for minimizing the consequences—financial or
legal—that she may face in cases where an individual’s
privacy is violated under the responsibility of the con-
tractor, either acting maliciously or not. Furthermore,
we introduce a probabilistic model for determining the
optimal insurance contract that can be applied to an
IT outsourcing scenario. By optimal we mean that the
insurance company can calculate, through the proposed
model, the minimum amount for the premium of the
contract, in the sense that she will neither enjoy any
gains nor she will experience any losses. Specific gen-
eralizations and extensions of the proposed model are
currently under investigation. Specifically we are exam-
ining alternative ways for calculating the premium as
well as cases where the competition among the insur-
ance companies is very low, or even non-existent, turn-
ing the insurer to act as a profit maximizer as opposed
to the no-gain philosophy adopted in the paper.
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